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Key Highlights

e |In 2024, Garantex processed over $14.52 billion worth of ETH, USDT, and USDC.

e Licensed VASPs processed ~57% of these funds in 2024, while entities without licences
account for 29.7%.

® $6.51 billion was sent to/from VASPs holding EU licences. They account for 78.8% of all
licensed entities’ exposure.

e Research shows that licensed entities are a primary target for Garantex. This might be
due to their popularity, high trading volumes, and access to bank accounts, enabling
them to cash out funds into fiat.

e Garantex exposure is complex to identify, as it relies on different tactics to avoid
detection. Their main goal is to overload and outrun compliance officers.

e Any bad actor can use these tactics to evade detection. Still, with extra effort, this
behaviour can be detected and labelled.
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Prehistory

On March 6, 2025, the U.S. Secret Service, in cooperation with international law
enforcement agencies, took down the website of the Russian crypto exchange
Garantex. The same day, Tether took a stand against it by blocking Garantex wallets
holding over 2.5 billion rubles (about $28 million).

On February 24, 2025, the EU imposed sanctions against an infamous Russian crypto
exchange “closely associated with EU-sanctioned Russian banks.” This move followed
earlier actions by other authorities. In 2022, the US Office of Foreign Assets Control
designated Garantex, and in 2023, the United Kingdom added it to its sanction notice.

Garantex has already become a haven for bad actors, facilitating illicit activities and
“wilfully disregard[ing]” AML and CTF requirements.

Global Ledger dove into the data and discovered its significant exposure to prominent,
licensed, and regulated entities, further underscoring the risks associated with its
operations.
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https://www.justice.gov/opa/pr/garantex-cryptocurrency-exchange-disrupted-international-operation
https://t.me/Garantex_Announcements/342
https://www.consilium.europa.eu/en/press/press-releases/2025/02/24/16th-package-of-sanctions-on-russia-s-war-of-aggression-against-ukraine-eu-lists-additional-48-individuals-and-35-entities/
https://home.treasury.gov/news/press-releases/jy0701
https://assets.publishing.service.gov.uk/media/6419b742d3bf7f7ff9a35d0b/Notice_Russia_210323.pdf
https://cointelegraph.com/news/us-sanctions-russia-s-largest-darknet-market-and-crypto-exchange-garantex
https://home.treasury.gov/news/press-releases/jy0701
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Garantex processed $14.5B+
worth of crypto in 2024

Over 2024, Garantex processed more than $14.52 billion worth of these
cryptocurrencies:

e ETH — $112,771,909
e USDT (ERC-20/TRC-20) — $64,820,007
e USDC (ERC-20) — $14,335,583,547.

Top 5 Types of Garantex Counterparties in 2024
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* Out of all Garantex exposure in ETH, USDT, USDC
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